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Eighth Semester B.E. Degree Examination, Dec.2019/Jan.2020
Network and Cyber Security
Time: 3 hs. M@ 0 @
Note: daswer any FIVE fall guesttons, choosing F £ o
8 ONE full question from each module.
3
'g" Module-1
g ! a Define various parameters that are associated with session stag@ani fogstate of SSL
o protocol. (08 Marks)
B b. Explain the additionaf alert codes in TLS over SSLVs. SSL record protocol.
%g - , (08 Marks)
z
is OR ‘
E Lh 2 a. With relevant disgram explain the various phases: ndshake col. (10 Marks)
£d b. Discuss sequence of steps involved durmg me exch in user authentication
By protocols of SSH. (06 Marks)
2§
8%
g ] M(Hl e 2 y
gg 3 a. Describe with flow diagram transpgf§sior anMof PGP messages. (06 Marks)
E3 b, With relevant diagram explain § d 'Iny and authentication services provided by
é PGP protocol. ' (10 Marks)
-§' 4 a. Describe the various hegd ed in MIME. (04 Marks)
g b. Describe the functions fig IME. (04 Marks)
3 'g ¢, Withrelevant diag: LIM fanstiona! flow, 408 Marke)
Moduje-3
§ a. Draw adiagram strate IP security scenario and alsc explain benefits of IPSec.
gw_ 7 (08 Marks)
34 b it diagram, describe various fields in ESP packet format, (08 Marks)
§ b = LS
2p 6 \M the IP traffic processing model for inbound and outbound packets.
<o < (10 Marks)
e fevant diagram, describe IKE header and payload format. (06 Marks)
g Module-4
AN
= 1 a Qemion the types of evher anti-nattern templates. Explain the various components of these
© . O, templates. (10 Marks)
Write a brief note on “No time for Security” anti-patterns. (06 Marks)
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