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21EC742
Model Questinn Paper-1/2 with effect from 2021 (CBCS Scheme)

SN T ] O

7"‘ Semester B.E. Degree Examination
Subject Network Security

TIME: 03 Hours Max. Marks: 100
Note: 01, Answer any FIVE full questions, choosing at least ONE question [rom cach
MODULE.
B = Module -1 BTL COs | Marks |
Q.01 | a | Explain the various modern nature of attacks. L2 COl 05 |
l b | Explain the vanous tvpes of Criminal attacks L2 COl 035
¢ i. Exp!aiﬂ 1h3: tl_*-llowing speciﬁ_c attacks x»;ith an example for cach: L2 COl 10
1. Phishing ii. Phorming
OR
[Q.02 |a | E‘{pl‘lln the various authentication methods supported by EAP methods L2 Col 10
_b | Explain the various principles of security with an example for cach L2 Col 10
. Module-2
i Q.03 l a | Explain SSL Record Protocol and its format with the corresponding L2 co2 08
- diagrams
] | b | Explain how connection initiates and closes in HTTPS L2 CcO2 06
| ¢ | Explain the Pscudo Random Function used in TLS with a neat diagram L2 cO2 06
OR
Q.04 | a | Explain SSL handshake protocol with a neat diagram L2 cQ2 12
| | b | Explain Local and Remote port forwarding in SSH connection protocol L2 CQ2 08
| Module-3
Q.05 | a | Explain IKEv2 exchanges with a neat diagram L2 COo3 10
b | Explain different categories of IP Security Documents in detail L2 COo3 5
c_| Explain the sclectors used to determine an security policy database L2 CO3 5
OR
Q.06 | a | Explain the parameters of security association and sccurity association a
| | e L2 CO3 10
| | b | Explain ESP packet format with the relevant diagrams L2 CO3 10
Module-4
| Q.07 | a | Explain various intrusion techniques with an example for each L2 CO4 g
| | b | Explain the general virus structure and the logic for compression virus L2 CO4 12
i OR
' Q.08 [a [ Explain Distributed intrusion detection with relevant diagrams L2 CO4 10
| b | Explain the different generations of anti-virus L2 CO4 10
| Module-5
Q.09 | 2 | Explain the design goals for a firewall and the general techniques used
| | !'byitto control access L2 cos5 10
| b | Explain Baston-host firewall biasing L2 Cos | 1o
OR [
Q.10 | a  Explain Packet filtering firewall with example L2 Coi| 10 |
| b Explain the working of distributed firewall with a neat diagram L2 COs | 10 |

*Bloom's Taxonomy Level: Indicate as L1, L2, L3, L4, cte. Itis also desirable to indicate the COs and POs to be
atained by every bit of questions.
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