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Blockchain Technology

BCS613A

Sixth Semester B.E./B.Tech. Degree Examination, June/July 2025

Max. Marks: 100

Note: 1. Answer any FIVE full questions, choosing ONE full question from-each module.

2. M : Marks, L: Bloom’s level , C: Cotirse outcomes.

Module= 1 M| L C
Q.1 | a. | Define Blockchain and explain centralized, decentralized and distributed | 05 | L2 | CO1
systems with a suitable diagram.
b. | Explain the generic structure of a bIock with a diagram. 05| L2 | CO1
¢. | Discuss the growth of the bloekchain with an Architecture / network view | 10 | L2 | CO1
of blockchain with a neat. diagram.
: OR
Q.2 | a. | Illustrate the Byzantine General Problem with a suitable example. 05/ L2 | CO1
b. | Describe about Cg\gbtheorem in block chain, 05| L2 | CO1
c. | Why are Consensus Algorithm needed in Blockshain? Explain in detail. 10 L2 | CO1
Module - 2 ‘
Q.3 | a. | Explain theny thods of decentralization in detail. 10| L2 | CO2
b. | Write an algcnthm for working of SHA~ 256 10| L3 | CO2 ¥
OR :
Q.4 | a. | Write the steps involved in RSA key pair generation with an example. 10 | L3 | CO2
b. | Ilustrate with a diagram point gddition in Elliptic Curve Cryptography. 10| L2 | CO2
~ Module -3
Q.5 | a. | Explain transaction life cycle in a Bit coin system. 10| L2 | CO3
b. | Discuss the dlffereanes of transaction in Bit Coin. 10| L3 | CO3
OR.
Q.6 | a. | What is the walletin bit coin? Explam in detail about the difterent types of | 10 | L2 | CO3
wallet with example.
b. | Write a sho;t note on : Privacy ar and Anonymity. 10| L2 | CO3
Module 4
Q.7 | a. | What are the two types of accdants that exists in Ethereum. Explain. 10| L2 | CO4
b. W)tk a neat bowtie model dg__gram explain Ricardian contracts. 10| L2 | CO4
Q8 |a. Explam any five st;mdard fields in Ethereum transaction. 10 | L2 | CO4
b. | Write a short note cm—Ethereum virtual machine. 10| L2 | CO4
5 Module - §
Q.9 | a. | Explain the amhltecture and key components of Hyperledger Fabric. 10 | L2 | COS
b. | Compare and “contrast Hyperledger Fabric and Hyperledger sawtooth in | 10 | L3 | COS5
terms of architecture consensus and user.
OR
Q.10 | a. | What is Hyperledger? Discuss its objectives, structure as a protocol suite | 10 | L2 | COS5
and list key projects under the hyperledger umbrella with a brief
description of each.™
b. | Discuss the architecture of corda. What makes it suitable for financial | 10 | L3 | CO5
institutions and how does it handle consensus and privacy?
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4.0 vegn L Blockchain  consicts of Ligt vf veeorde 1t i¢
a peer to peer dichibwted led@er that ic crpptvgraphic
~alty cecure , gppend onlby, itmnodable ancl updatealble
ondy  via congeneue cuvum:é peers.
() Centaliged
. Cenhalized systems are corwentional IT ¢ystente N
wohich there ¢ a ¢ngle athority thatl conhole the

¢rypetemt

’t'l) Decentry a)&t'ﬁcd)

* A decenhalized gyetemt ¢ a tupe of networb
where vwodet are nwf dependent on a cingle nogher
node , ingtead conbvf ¢ dightbuted an ity

noces. O\




i)

1.b)

Dishivuted ¢ystemc

o A dickibuted gyttem | data and computation oure
epread  actrose wultiple node in the mefwork; .

k.

Pointer 1o Previo s bloe k's hac
Nonce .
Time ¢tamp
Merkle Ropd

Lict of Trvancpchiong

The Generic chucture
a blocks.

* A block i.g mfre{% a celection v haneachion bund Led

together and  ovganiged logtcatty .

o The shuctre of o block it aleo dependent vn the rygpe
and design of a blockchaln .

o Generally , there are few attribubes thot are eccential
to the fwncﬁon&uw o4 block ke previows bleck ,nonte,
Hime skamp , merkile yovl and ust of brancachons.

e A nonce (¢ a nwwmber that (s generated and ueed onle
once -

e Nerhic yoo-t
ree.

I¢ A hdch aJZVL.W{mAerdU f o merklie’
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: i/
Blochehain applications
State Machine

Congencusg
Bloclhe

Trane actions
1
W
Peer +o Peer netuori
I ..
[ The Intcrnet ‘J
The netuwovh wiew o 6'Lbckchajn

* Blockchain can be mouékvt as a layer of & dighibyted
peer t0 peer netwoTh  TUnNING oM the +op Uf & (nfetrnet.
e At the bottom layer tn the prececling ctagroom | Yhere ¢
the infernet , which pwvides o dagic cwmmunication

lager Fov any nefwork .
«In this cole, o peetr to peer nefwork ~und on fop of

the (nfernet , whuch hocte anvther layer vl blockchoin .
* That Llayer contain$ trancactions  blocke, concensgies,

mechanici ¢ , ettt machines qnd blockhchain $wecrt

contracts . | |
e Bl o} these component® are ghown as gingle togical

entity N a 60X, represenfing  blochchain aboue The
peer ¥0 peer networs . |
'ﬁmw.,},;m+ the 10p ,there are W&t ov nodesd that |
connect to the tlockehain and perform wvarious epurahon
cuch ag eongensut , hanfachon verjication and proecss

Ang |
e A bleck ¢ made up ¥ transactions | and ife cine

varies dependind on the type and desidn f fre
blockchatr 0 vn ULE |



¢ A pansackon 18 vecwrd of an evend ,$07 exaup Le
the event of bantperring cach from a gender .

ye i \ser.
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a.a)

o In the diagvem . nudes CM,,N;,Ng,J\"‘O are

Like g@n&mu oond tht Umnkl (:Li/bsj are 't‘h‘.:i-r
commuhnitation Unes, End wgers cend 'qu/u-LyH. éI

M onokes st agree On 4 common  dedision

v 1 £ ome node Ce,g.,Nj') becorit s nallcios ,‘i’(

TAYY t,moo A ffererst O 4alse mf\«(/ﬁ/%ges_fv o Hher

vwdef (eg., ttlling Nb& "ocHack® ard No e tran)
Thi$ creoteS  comfusion _the Byzanbne enerals
Pro blem. - :

. The gsution - (8
orlred pl homesd modes CMLHI,NQ,NS'.»
o\ the garme et even g gome npdes ot

JA“WVM

coeens us mecharigrm  that



- b) capP theorem |, al¢o hnown at Brewer's theorem vz
intoduced by Eric Brewer  in 14 ¢ .

* The theory. states that aniy dishibuted gysieht Canndd
haue coneistency aA/aJlaJmUﬁf ound  partition plerance
gimultaneou iy |
¢ Congictencyy i a property wich ensures that all
nodet ina diehibuted gyttem haut a %u,gl/c ,Luavent
and cdentical eopy v the dala. .

¢ Auailabiify neane  that  the nodes in tht System ar
wp aesible for wee . and ave acepting Lr»ervg
regueete and W””‘*‘“’g with data withoud aniy jatlu
2% as and when requived. 1n other words , data is
availatte at eath node gnd the moedes aie ‘YEA/POYdeZ
tv requects,

* Partition +toleance ensures that of a grou,P o}
nodes ¢ unable to commudicate with other vodes
due 1o network jailures , rie distributed gyetem
confintes 10  Haeorens operate correctiy-. This can veewr
due 10 netwovk and mode failures

,/“/—ﬁr ’
/,/// b
f'/ (;onﬂ'%mc%
| o

A
\«

| Avajtm&rbﬂ - Partition
| | tolerance



0 Iy 9
«It & a jaudt tolerance medhaniem.

* To achieve netessary ggreement.

* 1t e whefud in rmy—d V”"&Pﬁng'

(fOB) PW"{‘ vf Bwn

.1t e uted ae an alteinative methed fov dishibuted
contengut 1o POl and P05 . |

¢ The afmammﬁomeﬁ &kwmppLe $or 6uxn£wé corns
applies 1o o one-wayy pegéed ¢idechain .

e The cecond typc LS coctled & twoflu%u} pecged ¢idecha
~in cwobudc albewe the moverent ©f eine  front nain
chain to the édechain,

(oW proog vf ioris :

¢ This  type of congengus mechanism w/&f&e o7 prody
that adequate compuiational VYesowrces have heen

¢pent  bepore proposing a value Loy aweptance by
the network.

(P09 preog »f Stake :

¢ TWis algorithm work¢ on Hw idea that A hode v
weet has an  adequaltc stake In the gyctem ; that i
Hee wetr hag  inveeted enough in the Sypstenn 9
that any mvalicdous atfumpt by that wser wouwld
ou;fwaiéh Hee benefits v perjorndn® euch ocs
attackh on the nehwork,




(POC) proot vf apacttyy s

e This ¢cheme wses hawd dick g¢pore af A redource
40 rine the btocks . This IS diyerent from PO
where CPU redOIces oure vweed .
c In POC. howd diek epare i¢ whilized o nuning and
at tuch (¢ alerd hnown ol hard drve numing .
e This concepl wag¢ Jired mboduted in the Burgtcoin
orvrfocu/rmn%.
M-2

za) Methods  of Memtvwwgn,

¢ Two mMethode can  be used 1o acwwe d&wnha,&%a
~Hon, : digintermediatior  angd competition.

D) pietntermediation) .

. The concept vf dieintermedriadion ean he Mcpiafﬂﬁa
with the aid of an example . Imagine thot you wonb
tp send mwoney 10 the boovky O your jriend v
other cownbif,
‘* Yow ¢go to a bank who , for a fee ,wiU tvansfer
yowr montiy 0 the banls 4N that wmw,
. In RIS cage , the bank mauntaing o cenhral
databaste that o3 updated ,congiriuing that yow
havt eent Hie monety. Wlith block chair m/m@wé%
it ic poscible to cend HUS abney divedtly tv
yowr friend withour the need jor a bouk,
o ALl you need ¢ Hu addreg¢s vf .gm friend on Hie
blockehain . This waly  the ftrnediatyl ; tuat s

e bank s no lofer Tequired | and Mrm,u%d
ce ochieved by disihdrmvediatd on
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divided int0 equal blocks of 5I1 - btoeké—bits.

3. SerHing up The il hash value , wlaels contidhs
v the ejghf" 3)-bil words obtained by takhing the
:o/ir?/f 5)-pite T the pracktionad parts o eguare
veots o the girgt elgid prime mumbers . These
initiad values are yandowdy che gen to intalise
the procest, and they provide a [level 3§ congidente
Hat o backdooy exicks n the Mgomﬁam,

2. Hagh compitati 00
4. tach .fm,bg/caée block (¢ W prvwmd M a
gequente , and it requives 64 round e 1o compute

e fuil hash output . Each rounol usres lghity
digferent congtanbs 4o enture that mo hao ~ownds

are the samt.
5 The nuesafe gchedule i¢ prepared.
working varibtes @re inifalized .
inrermediate nadh value g calewlated
. Finally , the W;a,ge cé pYoW',M tHee

)

6. ‘Eipht

10 An REA wey palr it gencrated by perforndng the
foltowing eteps -
1. Modulusg generation .
o« gelect p and q, which are very larg e pﬁm& YU hers
¢ MWitipWy p and g , N=°P-q ‘0 génarmW N



a. BGenerate co-prime |
¢ Abuune a number called e.
¢ ¢ chould sabidiy a certmin condibiov; thal is, it
chonld  be greaker than 1 ond leer than (p—1) (q-1).
In other words , ¢ nmuct be number duch taiaf no
nwuwber othly than 1 can divide tand (p-1)
Lg-1) . TWis is called Co-pvime, thak i e s the
(-prime€ of (p-1) (q-14). |

3. Generate the pubtic hey” |
¢ The niodoalecs gmra;h’_d tn ¢tep T md to —prime
¢ Gencraked in chtp 2 15 a palr fogefher that is
a public bey - This Pt i¢ fhe public part can be
vhared with agone s however pand q need 4o be
kept Seelet.

4. Gencrate the private ey
o The privaie hey, called A here | ¢ wwafeo(
from p. 9 and e . The private hey is bagically
the irweree o C nmodulo (p-1) 60[*7/) .In tht éequakor
yorm , it 15 this as  pollow®
ed = 1 rod C'P*i)éq,’g

5. RoR wsee the equation tv produce ciphertex t:
(=P mot n

6. Detryption in REA IS provided 7 tiu foltoworng
equaHon -

p s m@d n



ey :
1. p= 6l g =53
a.tomputt n= pxq

n=61X53

3132
3. Compute Ewler ‘s totient
Yen) - (p-D(g-1) =60x5)
C =300

L. choost 0L plbli C exponent e Cuda thoct

1<ce < Pn) and gcdle,Pin))=1

e=14
5. Find the privait exponent d
dye=1 (med 'V(,n))

d =1753

Kevy paivr (5
public lhey = (e=17, 3133)

privae hey = (422753, = 3233)

W) Elligphic Curve On/tpoérapﬁ%




point additton i¢ ¢hown in the following diagram.
Ths (S @ gwmbh/ic TEPTM/WCLﬁO’h p4 poirtl addihor
on elliptic cwrve . In this method , & diagonal tine s
drawon  throufh the auve that inkeveecks e curve
atb two pomit P & B, which yields a Huyd poivt
between Hw cwrve and the Linc, |

Thig polnts 1¢ nirroved as P+@ ,wlich 're{rrr/sante
the reewt o the addition az R.

¢ The @roup operation deneted b% the + ¢1dn $o7
addinon yield?s +Huw followind equakion :

P+ >R
¢« Tn trs case , 1D ‘Pog—nfg Qre Mdeof f‘O LO)’VLPLI}S

e coordinotes o4 Hu +ead poivt on Hhe clerVe -
P+=R |
° More PYWVW/}'.WS niecun 8 'l'ﬁta;l' wp’rd;t‘fnaf&% are

added
L) + O V) = (%, Y5)

*  The equation vf point adeition s
Xs=8¢>-u, -2, mod p

,43 = g[.l!'_lg)"'%, m@dP
o yefult

é;LC%-y.)y mod 5
CXL-'XI>




M -2

54 The polotwoing ¢heps deseribe e haneackion. Life cyeld.

1. A ustr Jeender sthd¢ o bansaction ueing
wallet ¢ojtware ov come other (nterjoce.

2. The walied Software qignse Hhe hontaction winNg
the g¢enoler 's  private ke, |

3.  The hongachon e bivadcacted v ﬁr»chh;@in
network wsing & j looding oalgorithn.

4. M/Cnt'f‘/é nodes who are Ugtening  for the hancae
~Hons wverifiyy and indude ttde tangachor in
e next  block o be mired . Tugt before tie
trangathon oue plated (m the block W\Me,
plated  in a epeuiad ’WLQ/m,@'wy/ bufter catled
taingact on pool.

5. Mining ereutt | wibdch 15 a process la% ol
the blockehain & cecwred and mew coinft oxe
geverattd ¢ a ppward for e minas ol
gpend  appropriate com»puinﬁovulff&wwc&e.

6 Once o ndner golhves the P@V\J pYDbrLW vt bmadcagb
e newly mimed block to the metwerk .

Copd ‘

7o The nodee verihy the btock and propagate §
Hre block furtir | ind conpiriationt start to
Gencrctte . | | | _'

;9- Finallyy , the confid’&fm:f—ioné ¢tart tD Wea/r
in the receiver's wallet,



pijferent typet v TransacHon 10 Bikoin

sh) ¢ Pay o Public hey Hash (PrPhH):
P2PKH s mwet ommonly wsed hunsackion hypc
and it uweed v ¢end bransachons +p e bitcoir
addresses.

« The jormad of the fmma&h‘bw 1¢ g follows
¢eriptPubhely : OP- DUP oP-HASH L6D <pubkeuyﬁa£h>

oP- EGQUALVERLFY oP_ULEKCTH
coriptélg ° 2418 ° < pubkey >

o Pay tv Script Hath (P2%H)
prtH K uged tn order v send htangachons (o a

scHpt hasth and lwof gtandastized in BLP /6.

. Tn addifion 1o passing the seripd the vecleer
eeript 16 aley  evaluoted oard wnust be val s,
The {emplabe 5 ae $00lo @5

gpicwzmw: OP. HASHLI6D < rvedeemecrip tHashs b w6
¢atpteid . [<ud>. .. < spn> ] <'@d&em€’cnp-r>

o MU Si¢ (Pay v Murkgig ) - | |
M-0§-N ML ¢ hantachorn $Gipt 16 o cowples
hype vf Sipt wlure it is posible to conehuct

o stript that requwived  ymulhple ¢ignabures 1o be
valid 1n ovder to aedeem o bransaction .

The template ¢ at follows

Script Pubkery : «m> 4P%VV¢'7>[<P’U«M%7> J<n>
: EP/CHECK"YLULT%[Eé

Sriptsig co[ ceig>. .. <¢ign>]



o Pary o Pubkhey :
Thi¢ sceipt ¢ o Verly cz/imPle sm pt tuat vs cominonly
weed im coinbase hancadkions . I s npLo pheolere
and was uged in an otd vergion nf  lkifcein,
The +euplabe le as -‘rotwwg 3
<pubhkey > OF- CHECKS TH

e  Null data :
Hue eoripl 16 used to she arkitrary data
onn Hw bleckchain 97 & fee. The UmH b3 ttee
meseafie 16 LD bytes . |
The femuplate e e follows
oP_ RETURN cdata>
(OR)
64)  pinat b Fae Wlallet software IS weed to skvre

- private ov public kelgs and Bitpin address. Tt
perkovme  various funchons, ciich ag 'rawVLr»é and
eending  bifwoins.

Types of Wallets

i) Non- cleberivinighic wallets

e Thheot wallets contain 'm,ndvrnﬁ% gene/aftd pyi vote
WWMMWW\jW&{gW%[M
wallet S, .

5 Deternuniehc yonllets:

In i type of walted hoys are devived ot of &
sted value vie hagh junchonf

v T seed muniber 5 Generated randoniy) and s
commonluy vepresented by hwnan-veadaste mnenionsc,



cocle words -
i) Hivrarchicd berrminishc wallets:
¢ Deyined v BIP3L owd BIPGH, HD wallel¢ thore
ket in a hee ghucture derived fprom a ceed .
s+ The seed genambr/e the parent ke ,which ¢8 sl
tp generade child heys and eubsequentict, grandche d
iv) Braim umblets
¢ The master privabe hey can al4o bt derived from
Hee hash pf parswerds thad are memomoed.
e T ey idea (¢ that tus petephrate uged to
derive Hu privake hey | |
V) PCLPM’ 51/001,(;66/&:
¢« Thee wagsder priper wallets , af tle rame implies
Hue e a paptr —pased with ihe vequived ety
mateiad  printed on it -
. Tt requives phystad  Seceriby to he etoved .
vi) Haurdware watlefs :

. Anpther method ¢ lbo wge o fa,ntperwre/w'éfam
dervice to ctore. M‘ﬂr@
e Tliec tamper —resistant device can he cuttom - built
ov withh the adrvent of NEC —enabled phonee | tps
can alfo be @ Cewwre Elenunt (SE) in NFC phomes.
¢ Online wallet?  as e namé eriplie® are chored
entirely pusne and are provided as a senice
wrallyy © vioe  tHa cbo . .



6.b) Prvaryy and Anonghity s |
e 8 the blockcnaim ¢ @ public ledger ofall
hanietions and is openly available it btormes
hiviadd tv anabyze ct.

* lombined with baffic analytes , hangpchons can
be Unked back to theiy sowrce LP acldres<e ¢
this Ppmw ryerealing  a fancaction ¢ omginater

o TS ¢ b‘é coneern  prom & pmivatily pornt OF

w e - . |
e puen thwouph in Biteoir it (S a wecommended ¢

commpn prachce tp dentralt o n&o addrees for
WM‘ fransackon | thus altowing omte Level O
wnbinkabil b} | Hos is not Wufh , and  various
technigues have been cdevelope anol succeesjulleyy
weed p hace fla  fowd 51 hangachions Hwoughouw
e network and Unk them bdack t’D»'I’he,i—,'r o Gimats
_'Y' e techniques analyse blockchaine by Lsing
brangachoen gnq:%; , oddre ¢4 QYQPM and %M |
graphé wohueh totilitate Unking ueeirc back v
Fhe WWMDM, W'M‘sﬂné Pﬁ\fa&%,apwﬂg‘
o M YING protuerls, |

Thett ¢chemes ane wted o provide anorigmihy,
> bitwwin hrandach ont. Tin Hu¢ model
grvice pProvider ¢ psed :

) A g neg



' Thivd- partvy mxking pwiocols:
Variows tiurd party mixing cervices are available
bub iy the ¢trvice j¢ cenhaliged , then [+ poses
Hu thheat of hacing the WAPpindg  hbe hween
Senclere  and ~eecelvers becase tHae mjx‘irvg ¢lyvice,
e abowdall nputsS ana outpuls.
¢ Inherent arw'mﬂm‘h?;
This  catcpory  includes coing that eupport privacy
mharently and s buwill info tie degin 1§ the
oureneyt.  The hogt popubar s Zepgh |, whuche
Wets  Zeip - Pmow&é&@a Proo4S [wP) v acﬂué/%
anommm%
M- 4
44) tTwo hinde 0§ aceownts enict in Etherewn.
| EONS Lerternally Owned Accountt )
* EOR has ether balance

¢ Ty are capable bf sehding bankachons
e Thely have pe associated code .
e Ttuy e eonboued by private heype,
e Arcountt ontad N a kel - vabue e,
¢ Thetyy out auAOdated witt B heuman ustk,
(Als [ tontact Peeounts)

¢ (Al have ethtr bafamnce .

o They have aseociabtd code itaris bept )
memortyy  en thwe  blockchalv ,



e CAls (an mMmaintad? -ﬂ«u“T pamanent etate € can
eat| ottwr contracts.
e T+ i gnvfeqé@d thad in the waiﬁﬁ# relea €,
o Theey are méf -t"r)h’in;ica.ﬁw) agtociared wimw
weer oy acker on thue blockchaiv .
* (A's ontalN a kel - walue ¢tore.

o) Korld v Wortd v$ | klotd. 8}

Llaw Cyuiptogv’ﬂ?w A’CLOW%
SR——— W
OYPrBCDOHBuEFRBGﬁ
l
PoPsie |
. v © hath’ nes s
wWrtttn  conbact mxgs h:ﬁwcw é‘ o Liser18S
wxuwn idenfifies

o A ijdzia,nv conbet 1§ dijforend pom cuart
wnhatt In Hu gense that & cntar® conhatd does
ot indude any  onbatual doamend .

e 1t vs jocwsed pwrelyy on e execdion 3 the
contraat. | |
' A Ricaudion conbat ;on Hu etwr hand i¢ wore
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